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Copyright statement 

© 2025 Shenzhen Tenda Technology Co., Ltd. All rights reserved. 

 is a registered trademark legally held by Shenzhen Tenda Technology Co., Ltd. Other brand 

and product names mentioned herein are trademarks or registered trademarks of their respective 

holders. Copyright of the whole product as integration, including its accessories and software, 

belongs to Shenzhen Tenda Technology Co., Ltd. No part of this publication can be reproduced, 

transmitted, transcribed, stored in a retrieval system, or translated into any language in any form or 

by any means without the prior written permission of Shenzhen Tenda Technology Co., Ltd. 

Disclaimer 

Pictures, images and product specifications herein are for references only. To improve internal 

design, operational function, and/or reliability, Tenda reserves the right to make changes to the 

products without obligation to notify any person or organization of such revisions or changes. Tenda 

does not assume any liability that may occur due to the use or application of the product described 

herein. Every effort has been made in the preparation of this document to ensure accuracy of the 

contents, but all statements, information and recommendations in this document do not constitute 

a warranty of any kind, express or implied.
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Preface 

This guide describes how to configure the VPN function of the Tenda Dual-Band Wi-Fi Router. 

Conventions 

The typographical elements that may be found in this document are defined as follows. 

Item Presentation Example 

Cascading menus > More > VPN 

Parameter and value Bold Set User Name to Tom. 

Variable Italic Format: XX:XX:XX:XX:XX:XX 

UI control Bold On the Policy page, click the OK button. 

Message “ ” The “Success” message appears. 

The symbols that may be found in this document are defined as follows. 

Symbol Meaning 

 
This format is used to highlight information of importance or special interest. 
Ignoring this type of note may result in ineffective configuration, loss of data or 
damage to device. 

 This format is used to highlight a procedure that will save time or resources. 

More information and support 

Visit www.tendacn.com and search for the product model to get installation videos, questions 

answered and the latest documents. 

Revision history 

Tenda is constantly searching for ways to improve its products and documentation. The following 

table indicates any changes that might have been made since the user guide was introduced. 

Version Date Description 

V1.0 2025-12-31 Original publication. 

https://www.tendacn.com/


 

iii 

Document version: V1.0 

Contents 

VPN overview 1 

Use PPTP VPN to access your home network 2 

View online PPTP users 5 

Use VPN client to access a remote VPN server 6 

4.1 Use WireGuard client to access VPN resources 6 

4.2 Use OpenVPN client to access VPN resources 9 

4.3 Use PPTP/L2TP client to access VPN resources 11 



 

1 

Document version: V1.0 

 

1  VPN overview 

A Virtual Private Network (VPN) is a private network built on a public network (usually the internet). 

This private network exists only logically and has no actual physical lines. VPN technology is widely 

used in corporate networks to share resources between corporate branches and headquarters, 

while ensuring that these resources are not exposed to other users on the internet. 

The topology of a VPN network is shown below. 

 

This router can function as: 

− A PPTP server and accept connections from PPTP clients. 

− A PPTP/L2TP client and connect to PPTP/L2TP servers. 

− A WireGuard client and connect to WireGuard server. 

− A OpenVPN client and connect to OpenVPN server. 
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2  Use PPTP VPN to access 
your home network 

 

Ensure that the WAN IP address of router is public. This function may not work on a host with a private IP 
address. Common IPv4 addresses are classified into class A, class B and class C. Private IP addresses of class A 
range from 10.0.0.0 to 10.255.255.255. Private IP addresses of class B range from 172.16.0.0 to 
172.31.255.255. Private IP addresses of class C range from 192.168.0.0 to 192.168.255.255. 

To use PPTP VPN to access your home network: 

1. Set up PPTP VPN server on your router. 

(1) Launch a web browser from a computer that is connected to your network. 

(2) Enter tendawifi.com. 

A login window displays. 

(3) Enter the login password. 

The password is case-sensitive. 

(4) Enter the VPN Server configuration page (for example, go to More > VPN > VPN Server, 

subject to the actual path). 

(5) Turn on PPTP Server. 

(6) In the Address Pool Range filed, enter the range of IP addresses that can be leased to the 

devices by the PPTP VPN server. 

(7) Turn on or turn off MPPE Encryption as required. The encryption settings should be the 

same between the PPTP server and PPTP clients. Otherwise, communication cannot be 

achieved normally. 

(8) Click Save. 
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(9) Click Add. Set User Name and Password to authenticate devices to the PPTP VPN Server. 

Then, click OK. The username and password shown here are for reference only. 

 

2. Configure PPTP VPN connection on your remote device. 

The remote device can use the Windows built-in PPTP software or a third-party PPTP software 

to connect to PPTP Server. Here we use the Windows built-in PPTP software as an example. 

(1) Go to Start > settings > Network & Internet. 

(2) Click VPN on the left side, and click Add a VPN connection. 

 

(3) Enter a connection name, such as VPN connection. 

(4) Enter the server address, which is 113.88.112.220 (Router’s WAN IP address) in this 

example. 

(5) Select the VPN type as Point to Point Tunneling Protocol (PPTP). 

(6) Select the type of sign-in info as User name and password. 

(7) Enter the user name and password you have set for the PPTP VPN server on your router. 
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(8) Click Save. 

 

3. Find the VPN connection added, and click Connect. 

 

---End 

Wait a moment, the VPN connection is successful. 
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3  View online PPTP users 

When the PPTP server function is enabled, you can view the detailed information of VPN clients 

that establish connections with the PPTP server. 

Log in to the web UI of the router, and enter the Online PPTP User page (for example, go to More > 

VPN > VPN Server, subject to the actual path). 

 

Parameter description 

Parameter Description 

User Name 
Specifies the VPN user name, which the VPN user uses when making PPTP dial-ups 
(VPN connection). 

Dial-In IP Address 

Specifies the IP address of the PPTP client. 

If the client is a router, it will be the IP address of the WAN port whose VPN function 
is enabled. 

Assigned IP Address Specifies the IP address that the PPTP server assigns to the client. 

Uptime Specifies the online time since the VPN connection succeeds. 
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 4  Use VPN client to access 
a remote VPN server 

 

4.1  Use WireGuard client to access VPN resources 

I. Get Wireguard client information 

Method 1: Download the .conf configuration file from the WireGuard server. 

Method 2: Obtain the configuration parameters from the WireGuard service provider. 

II. Configure the router 

Step 1: Turn on VPN Client. 

1. Launch a web browser from a computer that is connected to your network. 

2. Enter tendawifi.com. 

A login window displays. 

3. Enter the login password. 

The password is case-sensitive. 

4. Enter the VPN Client configuration page (for example, Go to More > VPN > VPN Client, subject 

to the actual path). 

5. Turn on VPN Client. 
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VPN client VPN server 
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Step 2: Add a Wireguard client rule. 

1. Click Add. 

2. Enter the Description, which is Test in this example. It can be filled in with VPN operator name 

or according to one's own needs. 

3. Choose WireGuard for VPN Type. 

4. Configure a Wireguard client rule using either method. 

Import configuration file (Recommended) 

Click Select File. Select and upload the .conf configuration file downloaded from the WireGuard 

server. Then the detailed parameters will be automatically filled. The parameter configurations 

in the figure below are for reference only. 

Manual setup with details provided by your VPN provider 

(1) Enter the Private Key. 

(2) Set the IP address of the local site (IP of the WireGuard communication interface), which is 

12.0.0.2/24 in this example. 

(3) (Optional) Set DNS Server and MTU Size as required. 

(4) Enter the Public Key, Pre-Shared Key (optional), Allowed IPs (recommended: 0.0.0.0/0), 

Endpoint Address (the IP address of the public network), Endpoint Port, Persistent 

Keepalive (the public network NAT connection interval) of the peer site. The parameter 

configurations in the figure below are for reference only. 

5. Click OK. 
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Step 3: Enable a Wireguard client rule. 

Enable WireGuard in the Server List. The Status field will display Connected. The following 

figure is for reference only. 

(1) 

(2) 

(3) 

(4) 
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 If it keeps showing Connecting, try another .conf configuration file. 

 If multiple .conf files fail to connect, you can contact Tenda customer service and provide analysis of 
the. conf files. 

 
---End 

4.2  Use OpenVPN client to access VPN resources 

I. Get OpenVPN client information 

Download the .ovpn configuration file from the OpenVPN server. 

II. Configure the router 

Step 1: Turn on VPN Client. 

1. Launch a web browser from a computer that is connected to your network. 

2. Enter tendawifi.com. 

A login window displays. 

3. Enter the login password. 

The password is case-sensitive. 

4. Enter the VPN Client configuration page (for example, Go to More > VPN > VPN Client, subject 

to the actual path). 

5. Turn on VPN Client. 

Step 2: Add an OpenVPN client rule. 

1. Click Add. 

2. Enter the Description, which is Test 2 in this example. It can be filled in with VPN operator 

name or according to one's own needs. 

3. Choose OpenVPN for VPN Type. 

4. Configure an OpenVPN client rule. 
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(1) Click Select File next to Import .ovpn File. Select and upload the .ovpn configuration file 

downloaded from the OpenVPN server. 

(2) Configure relevant parameters (if any) provided by VPN provider. 

− A: Enter the Username and Password. 

− B: Click Select File next to Import CA File. Select and upload the CA file provided by VPN 

provider. (If the Certificate Authority is not auto filled) 

− C: Enter the Client Certificate and Client Key. (If not auto filled) 

− D: Enter the Static Key. (If not auto filled) 

5. Click OK. 

 

(1) 

(2) A 

(2) B 

(2) C 

(2) D 
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Step 3: Enable an OpenVPN client rule. 

Enable OpenVPN in the Server List. The Status field will display Connected. The following figure 

is for reference only. 

 

 If Status keeps showing Connecting, first, hover your mouse over the icon  to follow the on-screen 
instructions. If the problem persists, try another .ovpn configuration file. 

− If multiple .ovpn files fail to connect, compare by setting up OpenVPN on a different router, or test 
manually by installing OpenVPN software on your computer. 

 

---End 

4.3  Use PPTP/L2TP client to access VPN resources 

Step 1: Turn on VPN Client. 

1. Launch a web browser from a computer that is connected to your network. 

2. Enter tendawifi.com. 

A login window displays. 

3. Enter the login password. 

The password is case-sensitive. 

4. Enter the VPN Client configuration page (for example, Go to More > VPN > VPN Client, subject 

to the actual path). 

5. Turn on VPN Client. 

Step 2: Add a VPN client rule. 

1. Click Add. 

2. Enter the Description. 

3. Choose VPN Type: 

− To connect to a PPTP VPN server, choose PPTP for Client Type. 

− To connect to a L2TP VPN server, choose L2TP for Client Type. 
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4. Enter the VPN Server IP/Domain Name. 

When a device serves as the PPTP/L2TP server, the domain name or IP address should be that 
of the WAN port. 

5. Enter the VPN User Name and Password provided by your VPN provider. 

6. Click OK. 

 

Step 3: Enable a VPN client rule. 

Enable PPTP or L2TP in the Server List. The Status field will display Connected. The following figure 

is for reference only. 

 

---End 
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